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Introduction

ISO/IEC 29192-1 specifies the requirements for lightweight cryptography.

A block cipher maps blocks of n bits to blocks of n bits, under the control of a key of k bits.

The International Organization for Standardization (ISO) and International Electrotechnical 
Commission (IEC) draws attention to the fact that it is claimed that compliance with this document may 
involve the use of a patent.

ISO and IEC takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured ISO and IEC that he/she is willing to negotiate licences under 
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this 
respect, the statement of the holder of this patent right is registered with ISO and IEC. Information may 
be obtained from the patent database available at www​.iso​.org/​patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights other than those in the patent database. ISO and IEC shall not be held responsible for 
identifying any or all such patent rights.
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Information security — Lightweight cryptography —

Part 2: 
Block ciphers

1	 Scope

This document specifies three block ciphers suitable for applications requiring lightweight 
cryptographic implementations:

—	 PRESENT: a lightweight block cipher with a block size of 64 bits and a key size of 80 or 128 bits;

—	 CLEFIA: a lightweight block cipher with a block size of 128 bits and a key size of 128, 192 or 256 bits;

—	 LEA: a lightweight block cipher with a block size of 128 bits and a key size of 128, 192 or 256 bits.

2	 Normative references

There are no normative references in this document.

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://​www​.iso​.org/​obp

—	 IEC Electropedia: available at http://​www​.electropedia​.org/​

3.1
block
string of bits of defined length

[SOURCE: ISO/IEC 18033-1:2015, 2.8]

3.2
block cipher
symmetric encipherment system with the property that the encryption algorithm operates on a block 
(3.1) of plaintext (3.6), i.e. a string of bits of a defined length, to yield a block of ciphertext (3.3)

[SOURCE: ISO/IEC 18033-1:2015, 2.9]

3.3
ciphertext
data which has been transformed to hide its information content

[SOURCE: ISO/IEC 10116:2017, 3.2]

3.4
key
sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment, 
decipherment)

[SOURCE: ISO/IEC 18033-1:2015, 2.27]
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